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[bookmark: _Toc105168795]Purpose and fundamentals 
This guideline on data breach notification (Guideline) contains the procedures for dealing with data breaches at your Company (hereinafter referred to as the Company), including notifying the responsible data protection authority and the data subjects. The Guideline provides employees with the most important principles for dealing with data breaches and, together with other measures and documents, enables them to react promptly to data breaches in cooperation with the internal data protection coordinator. The various responsibilities are set out in detail in Section 11 of this Guideline.
As the Company offers a wide range of retail, e-commerce and other services and sales and marketing, and processes and exchanges personal data in this context, Swiss data protection legislation and, where applicable, other data protection regulations (e.g. EU regulations) are relevant for the Company.
In addition to this Guideline, the department responsible for data protection may have to issue country-specific guidelines and take them into account.
[bookmark: _Toc105168796]The aim of this Guideline
The aim of this Guideline is to set out how to respond to data breaches within the Company and to ensure that any required notification to the relevant data protection authority is made as soon as possible, normally within 72 hours, after the data breach has been identified.
[bookmark: _Toc105168797]Scope
This Guideline applies to all employees of the Company who process personal data, are potentially involved in data processing activities or identify data breaches. Within the scope of their employment, employees are obliged to comply with all applicable data protection laws as well as this Guideline.
[bookmark: _Toc105168798]Definitions 
The applicable data protection law defines some important terms. In principle, the following definitions have the same meaning as defined in the Swiss Federal Act on Data Protection (FADP).
The term "personal data" is particularly relevant:
	
	Personal data
	Sensitive personal data

	Definition
	All information relating to an identified or identifiable person (Name, address, location data, online identifiers such as device ID, cookie ID, IP address, RFID tags, etc).
	Personal data in the following categories: 
- data on religious, ideological, political or trade union-related views or activities; 
- data on health, intimate matters or racial origin; 
- genetic data; 
- biometric data that uniquely identifies a natural person; 
- data on administrative or criminal proceedings and sanctions; 
- data on social security measures.
(Examples: recordings from video surveillance systems, data on the health of employees, criminal records of employees, etc.).

	Sensitivity
	



Note: Personal data concerns the data of natural persons and not legal entities or other institutions. But: Information relating to a contact person of a supplier or in any other B2B relationship is also considered personal data.
A data breach is a breach of security that results in personal data being inadvertently or unlawfully lost, deleted, destroyed or altered, or disclosed or accessed by unauthorised persons. In other words, a security incident occurs when the confidentiality, integrity or availability of personal data is temporarily or permanently compromised.
[bookmark: _Toc105168799]Data breaches and their consequences
A data breach results in the accidental or unlawful destruction, loss, alteration, unauthorised disclosure, access or sharing of personal data. This includes breaches that are both accidental and intentional. It also means that a data breach is more than just the loss of personal data.
A data breach, if not remedied in a timely and appropriate manner, may result in physical, material or immaterial damage to the data subjects:
· Loss of control over their personal data or restriction of their rights;
· Discrimination;
· Identity theft or fraud;
· Financial loss;
· Unauthorised reversal of pseudonymisation;
· Defamation of character;
· Loss of confidentiality of personal data protected by professional secrecy; or 
· Any other significant economic or social disadvantage to the data subjects.
Examples of data breaches include:
· Access by an unauthorised third party (e.g. hacker attacks);
· Intentional or accidental action (or omission) by a data controller or data processor (e.g. data leakage);
· Sending personal data to an incorrect recipient (e.g. sending an e-mail with personal data to an incorrect recipient);
· Loss or theft of data processing equipment containing personal data (e.g. loss of a business mobile phone or notebook); 
· Altering/processing personal data without permission; and
· Loss of availability of personal data (e.g. cloud service unavailable).
[bookmark: _Toc105168800]Obligations in the event of the discovery of a data breach
Each employee has the following duties if he or she detects or suspects a data breach:
· Immediate documentation of the data breach (time and date) as well as further evidence (e.g. emails, screenshots, etc.), if applicable;
· Immediate notification of the data protection coordinator.
· Immediate notification of the IT department to ensure immediate documentation of the data breach by appropriate means, e.g:
· Description of the breach;
· Taking screenshots;
· Collection of logs or log files;
· Storage of e-mail correspondence, etc.
· Initiate risk mitigation measures in cooperation with the data protection coordinator.
It may be necessary to conduct further investigations to determine the cause of the data breach more precisely. This investigation shall be led by the data protection coordinator and documented with the questionnaire set out in Annex 1. If necessary, external service providers are to be commissioned with the investigation.
[bookmark: _Toc105168801]Timetable and obligation to report a data breach
Timing
A notification of a data breach must be submitted to the competent data protection supervisory authority as soon as possible, but usually within 72 hours of discovery.
[bookmark: _Ref22308779]Obligation to report to the data protection supervisory authority 
A notification of a data breach must be made if the breach poses a high risk to the personality or fundamental rights of the data subjects. The notification must also be made if the data breach has not yet been fully brought under control.
If a data breach has occurred, the likelihood and severity of the resulting risk to the data subject's personality or fundamental rights must be analysed and documented using the following risk identification matrix:

	Severity of the damage
	serious
	Low risk
	High risk
	High risk

	
	significant
	Low risk
	Medium risk
	High risk

	
	minimal
	Low risk
	Low risk
	Low risk

	
	
	remotely 
possible
	possible
	likely

	
	
	Probability of occurrence of damage


A data breach can have a number of negative consequences for data subjects, including emotional distress and physical or material harm. Data breaches can cause significant distress to the data subjects whose personal data has been compromised. Therefore, each breach must be assessed on a case-by-case basis taking into account all relevant factors. If the assessment leads to the view that a data breach must be reported to the responsible data protection supervisory authority, the final decision to report must be made by management.
Obligation to notify the data subjects
If a data breach makes it necessary to inform the data subjects in order to protect them or if this is required by the competent data protection supervisory authority, the data subjects must be informed immediately and without undue delay.
The data subjects must be kept informed in the event of a high risk to their personality or fundamental rights. When assessing the risks, the severity of the potential or actual impact of a data breach on the data subjects and the likelihood of this impact occurring must be taken into account (see risk matrix in Section 7.2). If the impact of the breach is severe, the risk is higher. If the likelihood of the consequences occurring is greater, the risk is also higher. In such cases, the data subjects must be informed without delay, especially if the immediate risk of harm to them needs to be curbed. One of the main reasons for informing data subjects is to help them take measures to protect themselves from the effects of a data breach.
If the assessment leads to the view that the data subjects must be informed of a data breach, the final decision to inform must be made by management.
[bookmark: _Toc105168802]Procedures for the internal notification of a data breach
A data breach can be discovered by any employee of the Company. In a first step, the employee who discovers the incident must immediately contact the data protection coordinator and document the discovered breach (at least with time and date and including preservation of evidence). The data protection coordinator then takes over the case and supports and advises the employee.
The data protection coordinator shall inform the management without delay, document the data breach (cf. Annex 1) and examine the necessity of reporting the data breach to the competent data protection supervisory authority. If a data breach notification is required, the data protection coordinator compiles the information so that the management can decide whether the breach should be notified. Following the management's decision, the data protection coordinator prepares and submits the notification (cf. Annex 2 and/or Annex 3).
In general, the procedure in case of a data breach includes the following steps:


	Step
	What
	Who
	When

	1
	Detection of the data breach
	Every employee
	Any time

	2
	Documentation of the data breach (time and date) and preservation of evidence
	Employee
	Immediately after discovery of the breach

	3
	Information of the data protection coordinator
	Employee
	Immediately after discovery of the breach

	4
	Checking the employee's documentation and deciding on the measures to be taken
	Data protection coordinator 
	Immediately

	5
	Determine whether a data breach notification is required, document the breach and obtain management approval.
	Data protection coordinator
Management
	Immediately

	6
	Prepare and submit the notification of a data breach.
	Data protection coordinator
	No later than 72 hours after the discovery of the data breach

	7
	Documentation of the incident and the notification
	Data protection coordinator
	Immediately

	8
	Review the incident and request the management to decide on measures to prevent similar incidents in future
	Data protection coordinator
	After the conclusion of the incident





Employees must inform the data protection coordinator as soon as they discover or suspect a data breach. It is important to document the date and time of the discovery of the breach to ensure that the notification to the competent data protection supervisory authority can be made as soon as possible, usually within 72 hours. The data protection coordinator informs the management in order for the management to decide whether a breach must be reported. In addition, the appropriate measures are taken by the data protection coordinator in cooperation with other departments.
[bookmark: _Toc105168803]Form of reporting a data breach
If the analysis shows that a data breach must be reported to the competent data protection authority (see Section 7.2), and if the management, in consultation with the data protection coordinator, has decided to report the data breach, the model form in Annex 2 must be used. The completed form shall be sent to the competent data protection authority and a copy thereof shall be archived.
If the analysis of a data breach shows that the data subjects must be notified (see Section 7.3) and the management, in consultation with the data protection coordinator, has decided to notify the data subjects, the model form in Annex 3 must be used. The completed form can be sent to each data subject and a copy must be archived.
[bookmark: _Toc105168804]Additional helpful information
Helpful information on data breach notifications can be found in the guidelines on personal data breach notification of the former Art. 29 Data Protection Working Party, published by the European Data Protection Board. Of particular value is the table at the end of the guide describing whether a particular case is a reportable incident.
Supporting examples can be found in Annex 4 and the complete guidelines of the Art. 29 Data Protection Working Party are available at: http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=612052.
[bookmark: _Toc105168805]Responsibilities
Management
The management establishes the overall framework for the notification of data security breaches to the competent data protection supervisory authority and ultimately decides whether a notification is to be made. It appoints a person responsible for data protection - the data protection coordinator - who serves as the leading, advisory and controlling body for data breach notifications.
Supervisors
The Company’s superiors at all levels are responsible for the enforcement of and compliance with the regulations of data protection law in their areas of responsibility. In cooperation with the data protection coordinator, they ensure that their employees are made aware of and trained in the requirements of data protection law. They act as role models and encourage and motivate employees to comply with data protection measures.
Employees
Each employee must immediate inform the data protection coordinator of any data breach they discover, document the breach discovered and preserve the evidence of the breach. Employees must follow the instructions of the data protection coordinator. In addition, employees are obliged to attend regular training courses on the subject of data breaches.
Data protection coordinator
The Company has appointed a data protection coordinator. The data protection coordinator is the main contact point for questions of data protection and data security as well as having the lead for reporting a data breach to the competent data protection supervisory authority in individual cases based on the decision of the management. The data protection coordinator can be contacted via e-mail or telephone.
The data protection coordinator is responsible for documenting reports of data breaches to meet accountability standards. In addition, the data protection coordinator is responsible for reviewing data breaches in cooperation with other departments after the incident and, if necessary, making proposals to the management for necessary measures to prevent similar incidents in future.
[bookmark: _Toc105168806]Sanctions
Violations of this Guideline may result in disciplinary action and/or civil and/or criminal proceedings.
[bookmark: _Toc105168807]Final provisions
Amendments and supplements
This Guideline may only be amended, supplemented or repealed in writing by a resolution of the management. Any addition, deletion or modification of individual provisions shall qualify as an amendment or supplement, except for corrections of a purely formal nature.
Additional documents
This Guideline is the basis for ensuring that notifications of data breaches are only made when necessary. Derived from this, further documents can be developed that are required in connection with the processing of personal data, in particular user- or department-specific guidelines.
[bookmark: _Toc495049969][bookmark: _Toc514839078]Integrated regulations 
The following annexes are an integral part of this guide:
Annex 1: Questionnaire for the documentation of data breaches
Annex 2: Notification form (data protection supervisory authority)
Annex 3: Notification form (data subjects)
Annex 4: Supporting examples
In the event of any contradictions, this Guideline shall prevail.
Other
[bookmark: _Toc495049971][bookmark: _Toc514839079]This Guideline is accessible to all employees via the Company's existing guideline system or via other media as decided by the data protection coordinator.


[bookmark: _Toc22052128][bookmark: _Toc105168808]Annex 1	Questionnaire for the documentation of data breaches
This Annex must be completed by the data protection coordinator. The completed document must be kept in order to meet the accountability requirements under data protection law. Any data breach, with the exception of minor incidents, must be documented regardless of the level of risk to the individuals involved. The assessment of risks should be carried out using this questionnaire and the risk identification matrix. Finally, this assessment can be transferred into a special tool to document the data breach and the decision taken in the individual case.
	Description of the data breach. 
(What happened?. How did the data breach occur and under what circumstances? etc.)
	

	Date and time of the data breach
	

	What personal data is affected?
	


	Is sensitive personal data affected 
(e.g. health data, etc.)?
	

	Description of the likely consequences of the data breach
	

	Number of affected data records
	

	Number of affected data subjects
	

	Description of the measures taken
	




1. [bookmark: _Toc89324504][bookmark: _Toc89346558][bookmark: _Toc89349248][bookmark: _Toc92181580][bookmark: _Toc98402712][bookmark: _Toc105168809][bookmark: _Toc22311211][bookmark: _Toc22572898][bookmark: _Toc31724477]Responsibility: 
	Function
	Name and department

	Data protection coordinator / 
Responsible person within the data protection coordinator body
	

	Data processor (if any)
	

	Person responsible for the notification
	



Please note: The data protection coordinator must be involved when reporting data breaches to the competent data protection supervisory authority. The decision whether to report a data breach to the competent data protection supervisory authority must be made by the management.
1. [bookmark: _Toc98402713][bookmark: _Toc105168810]Notification in the event that the Company is the processor
If the Company is a data processor and a data breach has been detected, the above information must be provided to the data controller without delay. Sections 1 and 3, however, do not need to be completed or sent to the data controller.
	Notification sent to the data controller when?
Notification sent by whom? 
	



[bookmark: _Toc105168811]Assessment of notification duties
	Does the data breach result in a risk to the data subjects and must the data protection supervisory authority therefore be informed?
	Yes
	No

	Notification to the supervisory authority is not required if the data breach is unlikely to result in a high risk for the affected data subjects.

Justification and decision:




	Do the data subjects have to be informed?
	Yes
	No

	Information must always be provided to the data subjects if it is necessary for their protection or if it is required by the competent data protection supervisory authority. It is not (or no longer) necessary to inform the data subjects if suitable technical and organisational measures are in place that make unauthorised access to the personal data concerned practically impossible (e.g. encryption). Information may also be dispensed with if effective measures have been taken to limit the damage. As a rule, the data subjects should be informed if the information gives the data subjects the opportunity to effectively minimise the damage through their own measures (e.g. by blocking credit cards, changing passwords, etc.). 

Justification and decision:





	Notification required?
	

	Date and time of the notification
	

	The notification must be made as soon as possible, usually within 72 hours, after the data breach has been identified.

If this deadline cannot be met, please include a detailed explanation for the delay.
	

	Signature of the data protection coordinator / responsible person within the data protection coordinator body




	Approval of the management








[bookmark: _Toc22052137][bookmark: _Toc22052163][bookmark: _Toc105168812]Annex 2	Notification form (data protection supervisory authority)
1. Address of the supervisory authority
	






2. Name and contact information of the data controller
	i.e. the affected company 





3. Name and contact details of the data protection coordinator 
or the responsible person within the data protection coordinator body
	






4. Description of the data breach
	






5. The date and time of the data breach (and, if applicable, an explanation of why the notification was not made within the 72-hour period
	






6. Which personal data are affected?
	e.g. contact information, credit card information, etc.







7. Description of the possible consequences of the data breach
	






8. Number of affected data records
	






9. Number of affected data subjects
	






10. Description of the measures taken
	








[bookmark: _Toc105168813]Annex 3	Notification form (data subjects)
1. Address of the data subject
	






2. Name and contact details of the data protection coordinator 
or the responsible person within the data protection coordinator body
	






3. Description of the data breach and the personal data affected
	






4. Description of the possible consequences of the data breach
	






5. Description of the measures taken:
	






6. What measures can the data subject take?
	








[bookmark: _Toc105168814]Annex 4	Supporting examples
The following selection of examples helps to determine whether notification to the supervisory authority and/or information to the data subject is required in different scenarios:
	Example
	Notification to the supervisory authority?
	Notification to the data subjects?
	Notes

	A company has stored the backup copy of an archive with personal data in encrypted form on a USB stick. The USB stick is stolen during a burglary.
	No.
	No.
	As long as the data is encrypted by a state-of-the-art algorithm, data backups exist, the unique key has not been compromised and the data can be restored in a timely manner, it is probably not a reportable data breach. However, if an impairment does occur later, notification will be required.

	A company operates an online service. The service is the victim of a cyber-attack and personal data is obtained.
	Yes, the incident must be reported to the supervisory authority if consequences are to be expected for the data subjects.
	Yes, the data subjects must be informed, depending on the type of personal data affected and if serious consequences for the data subjects are to be expected.
	-

	A company's call centre experiences a brief power outage lasting several minutes, leaving customers unable to reach the Company or access their records.
	No.
	No.
	This is not a reportable data breach, but the incident still requires to be documented.

	A company falls victim to a ransomware attack in which all data is encrypted. No backup copies are available, and the data cannot be restored. An investigation reveals that the ransomware was used exclusively for data encryption and that no other malware was present in the system.
	Yes, the incident must be reported to the competent supervisory authority if consequences for the data subjects are to be expected, as it involves a loss of data availability.
	Yes, the data subjects must be notified, depending on the type of personal data affected, the possible impact of the unavailability of the data and other likely consequences.
	If a backup had been in place and the data could have been restored in a timely manner, the notification to the supervisory authority and the notification to the data subjects would not have been necessary, as there would have been no permanent loss of data availability or confidentiality. However, should the supervisory authority become aware of the incident by other means, it could consider an investigation to verify compliance with security requirements generally.

	A company operates an online marketplace with customers in several countries. After a cyber attack on the marketplace, the attacker publishes user names, passwords and purchase histories on the internet.
	Yes, incidents involving cross-border processing must be reported to the relevant supervisory authority(ies).
	Yes, because the incident could lead to a high risk.
	The company should take action - for example, by forcing the resetting of passwords for the data subject accounts - and take other steps to mitigate the risk.

	A web hosting company acting as a data processor discovers that the code controlling user authorisations contains a bug. Because of the error, any user can see the account data of all other users.
	As a data processor, the web hosting company must notify its affected customers (the data controllers) without delay.
Assuming that the web hosting company has conducted its own investigation, the controller concerned should have sufficient certainty as to whether a data breach has occurred in their specific case so that it can probably be assumed that they have become "aware" of the data breach with the notification by the web hosting company. The data controller must then report the data breach to the supervisory authority.
	If the risk to the data subjects is not expected to be high, they do not need to be notified.
	The web hosting company (the data processor) must also take into account any other reporting obligations.
Provided there is no evidence that the vulnerability has been exploited by one of the data controllers, a notifiable data breach may not have occurred.

	A direct e-mail is sent to recipients in the "To..." or "Cc..." fields so that the recipients' email addresses are visible to all recipients.
	Yes, notification to the supervisory authority may be mandatory if a very large number of persons are data subjects, sensitive data are disclosed (e.g. the mailing list of a psychotherapist) or if other factors pose a high risk (e.g. if the email contains the original passwords).
	Yes, the data subjects must be informed, depending on the scope and type of the personal data concerned and the severity of the possible consequences.
	Notification may not be required as long as no sensitive data is disclosed and only a small number of email addresses are visible.



[bookmark: _Hlk100438122]
This document is taking into account the applicable law and the requirements of the revised Federal Act on Data Protection known up to and including December 2021. The use of this document is at your own risk. 
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